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[I — eSignature Validation]

1. To start using the validator you can either:

a) Drag and drop your signed document on the magnifying glass of the
validator;

Electronic Signature Validator

Drag your signed PDFs and XMLs to this page...

... and validate all signatures

FIND OUT MORE IN OUR FAQ

OR

b) Click on the magnifying glass of the validator to open your files folder and
submit your signed document

2. Once the signatures on your document have been analysed, the validator will

display, on the upper panel, how many signatures were found and whether
they are valid.
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3. The details of each signature (name, qualification, signature format, best
signature time and final indication) are featured in their own box, as shown
below.

Signedby:[ 1 Signed by: | i ==

Organization Name: Aristotle University of Thessaloniki Organization Name: Aristotle University of Thessaloniki

Qualification: Qualification:

Signature produced by a Certificate of unknown type Advanced Electronic Signature supported by a Qualified
(UNKNOWN) Certificate (ADESIG_QC)

Signature Format: PKCS7_B Signature Format: PKCS7_B

Best Signature Time: 2023-02-09711:32:49.790+0000 Best Signature Time: 2023-02-09711:32:49.790+0000

Indication: [/ 7 EE5) Indication: [ 870

Signed by: :

Organization Name: Universidade do Porto
Qualification: Not applicable (NA)

Signature Format: PKCS7_B

Best Signature Time: 2023-02-09711:32:49.790+0000

Indication:

a) Results of the validation can be either:

TOTAL-PASSED: when cryptographic checks of the signature were successful (including checks
of hashes of individual data objects that were signed indirectly), as well as when all checks
prescribed by the signature validation policy were approved.

TOTAL-FAILED: cryptographic checks of the signature have failed (including checks of hashes
of individual data objects that were signed indirectly), or the signature certificate is proven invalid
at the time of signature creation, or because the signature does not conform to one of the base
standards, as the cryptographic verification building block is unable to process it.

the results of checks carried out do not make it possible to verify whether
the signature was TOTAL-PASSED or TOTAL-FAILED.

b) If you wish to obtain more details regarding the results of the validation, click
on the following icon in the upper panel to open the Full Report:
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[IT — EWP Matching]

4. Clicking on the “LOAD EWP REPORT” button will compare information
from the electronic signatures found in your submitted document with the
data extracted from the EWP network.

— 1 valid signatures out of 2
B examplel.pdf (385.24 KB) e LOAD EWP REPORT
Validation Policy: OFS AJESQC TL based

a) Insert the requested information to proceed with the EWP verification
and click “PROCEED WITH EWP MATCH”:

EWP Verification X

Please insert the following data for the EWP Verification

Mobility 1D *
012345AB678CD

Sending Institution SCHAC code *

up.pt

Receiving Institution SCHAC code *

mendelu.cz

PROCEED WITH EWP MATCH

Co-financed by the Connecting Europe
Facility of the European Union




E=ESVIN

eSignature Validater
for Academics

b) The EWP Report will show how many matches were found (1) and list them

all out accordingly (2):

EWP REPORT DATA COLLECTION

I Found 2/14 matches with the Mobility found in EWP I 1
Sending Institution
Is the LA Signer Name Marial I present in Document Signatures
Is the LA Signer Email=present in Document Signatures
Is the LA Signer Name Marial I present in Institution or Organizational Unit Contact List

Is the LA Signer Email:mesent in Institution or Organizational Unit Contact List 2

Is the LA Signer Position Institutional Coordinator present in Institution Contact List

Is the LA Contact Person Name JoSo: present in Institution or Organizational Unit Contact List

Is the LA Contact Person Email: p t in Institution or Organizational Unit Contact List

O 0 0 0 0 O O

¢) It is possible to see the data used in the correlation between the eSignatures
and EWP when choosing “Data Collection” (3):

EWP REPORT DATA COLLECTION

DATA FOUND IN EWP DATA FOUND IN SIGNATURES

Sending Institution

SCHAC Code:
OUnit of the Mobility:
Contact List of Institution:

Contact List of Organizational Unit:

Student

Name:

Email:

Receiving Institution

SCHAC Code:
OUnit of the Mobility:
Contact List of Institution:

Contact List of Organizational Unit:
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